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subject to civil suit for failure to com-
ply with the provisions of the Privacy
Act and these regulations.

(b) The head of the agency shall also
ensure that all personnel having access
to records receive adequate training in
the protection of the security of per-
sonal records and that adequate and
proper storage is provided for all such
records with sufficient security to as-
sure the privacy of such records.

§308.9 Records systems—management
and control.

(a) The Director, Office of Adminis-
trative Services, shall have overall
control and supervision of the security
of all records Kkeeping systems and
shall be responsible for monitoring the
security standards set forth in these
regulations.

(b) A designated official (System
Manager) shall be named who shall
have management responsibility for
each record system maintained by the
agency and who shall be responsible for
providing protection and account-
ability for such records at all times
and for insuring that such records are
secured in appropriate containers
wherever not in use or in the direct
control of authorized personnel.

§308.10 Security of records systems—
manual and automated.

The head of the agency has the re-
sponsibility of maintaining adequate
technical, physical, and security safe-
guards to prevent unauthorized disclo-
sure or destruction of manual and
automatic record systems. These secu-
rity safeguards shall apply to all sys-
tems in which identifiable personal
data are processed or maintained in-
cluding all reports and outputs from
such systems which contain identifi-
able personal information. Such safe-
guards must be sufficient to prevent
negligent, accidental, or unintentional
disclosure, modification or destruction
of any personal records or data and
must furthermore minimize the extent
technicians or knowledgeable persons
could improperly obtain access to mod-
ify or destroy such records or data and
shall further insure against such casual
entry by unskilled persons without of-
ficial reasons for access to such records
or data.
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§308.10

(a) Manual systems. (1) Records con-
tained in records systems as defined
herein may be used, held or stored only
where facilities are adequate to pre-
vent unauthorized access by persons
within or without the agency.

(2) All records systems when not
under the personal control of the em-
ployees authorized to use same must be
stored in an appropriate metal filing
cabinet. Where appropriate, such cabi-
net shall have a three position dial-
type combination lock, and/or be
equipped with a steel lock bar secured
by a GSA approved changeable com-
bination padlock or in some such other
securely locked cabinet as may be ap-
proved by GSA for the storage of such
records. Certain systems are not of
such confidential nature that their dis-
closure would harm an individual who
is the subject of such record. Records
in this category shall be maintained in
steel cabinets without the necessity of
combination locks.

(3) Access to and use of systems of
records shall be permitted only to per-
sons whose official duties require such
access within the agency, for routine
use as defined in §308.4 and in the
Peace Corps’ published systems of
records notices, or for such other uses
as may be provided herein.

(4) Other than for access within the
agency to persons needing such records
in the performance of their official du-
ties or routine uses as defined herein
and in the Peace Corps’ systems of
records notices or such other uses as
provided herein, access to records with-
in systems of records shall be per-
mitted only to the individual to whom
the record pertains or upon his or her
written request to a designated per-
sonal representative.

(5) Access to areas where records sys-
tems are stored will be limited to those
persons whose official duties require
work in such areas and proper account-
ing of removal of any records from
storage areas shall be maintained at all
times in the form directed by the Di-
rector, Administrative Services.

(6) The agency shall assure that all
persons whose official duties require
access to and use of records contained
in records systems are adequately
trained to protect the security and pri-
vacy of such records.
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